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"The transportation infrastructure has been robust. It has
shown great capacity to recover from natural disasters.
However, it is more vulnerable now than previously
because it is adopting ever larger dependencies on other
infrastructure. Therefore, it is no longer sufficient to take
care of its roads and rails and runways. It must also be
concerned with the potential for attacks on ITS
installations or on other aspects of telecommunication and
computer processing activities that are essential for
effective transportation systems."

William J. Harris, Commissioner,
President's Commission on Critical
Infrastructure Protection (PCCIP)

April 1997 briefing to the Board of Directors of the American Association
of State Highway and Transportation Officials (AASHTO).







Introduction

Why éhould I be concerned?

What could happen?

What can we do about it?
Frequently Asked Questions (FAQ)
Where do we get more information?

Who can we contact?






Surface transportation systems increasingly rely on a growing number of sensing,
computing, and communications capabilities -- collectively known as information
technologies. The application of these technologies to our transportation infrastructure
has been termed Intelligent Transportation Systems (ITS). Over the past several years,
ITS have clearly demonstrated their ability to improve the efficiency of moving goods
and people, improve the safety of our transportation system, and provide the public with
information on alternative modes of travel.

ACCIDENT
AHEAD ....LEFT
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Because the application of these information technologies has proven to be cost-effective,
they are increasingly deployed by state and local governments. Unfortunately, the threats
(i.e., events that can harm the system) and vulnerabilities (i.e., weaknesses in system
implementation) affecting these technologies are developing almost as rapidly as the
technologies themselves, thus the need for information security.

With the growing reliance on information systems within the global economys, it has
become necessary to protect the availability, integrity, and confidentiality of information.
Several types of protection -- such as automatic teller machine (ATM) PINs -- have
already been integrated into our society and become part of our everyday lives. The
military, banking, health-care, and electronic-commerce industries have pioneered this
protection effort and have set a precedent for other industries now implementing
information systems. As the surface transportation industry enters the information era
through the development and deployment of ITS, there is a growing need to apply
appropriate information security policies and practices.






In the most general sense, everyone
involved throughout the life-cycle
process of ITS should be concerned
about information security. While
concern may stem from various
considerations (e.g., legal,
administrative, political, technical,
operational), ITS owners, developers,
managers, operators, users, and the
general public all have vested
interests.

The National ITS Program Plan focuses
on the development and deployment of
interrelated ITS user services (e.g.,
Travel and Transportation Management
services) that are based upon anticipated
benefits. These ITS user services will
depend upon various transportation
information systems. In turn, these
systems will rely on a growing number
of information technologies --
technologies that may be susceptible to
various information security threats.

Because the ITS user services
encompass such a wide range of
information (e.g., traffic control,
safety, financial, personal), they
become susceptible to various
intentional or accidental threats. The
potential impacts of such threats lead to
significant concerns regarding public
safety and emergency-response
effectiveness, corruption of financial
transactions, violations of citizen
privacy, and the loss of credibility.







The following hypothetical, yet realistic, events illustrate potential impacts to various ITS
services that result from inadequately secured information.

Travel and Transportation Management user services collect and
information about the surface transportation system, manage various traffic
control devices, process and disseminate information to travelers. These include a Traffic
Control user service that manages the movement of traffic on streets and highways.

Travel Demand Management user services are designed to increase the use of
transportation modes other than the single-occupant vehicle by providing information to
travelers prior to their trips. These include a Pre-Trip Travel Information service that
often processes and retrieves information about a traveler s identity, routing plans,
financial transactions, credit identity, and personal interests.




'Public Transportation Operations user services are intended to better
manage the public transportation system and to provide improved transit information.
The Public Transportation Management user service automates the operations,
planning, and management functions of public transit systems.

Electronic Payment user services, which will be developed, deployed, and
operated by both public and private organizations, support the deployment of many other
services, both within and outside the surface transportation domain.

Emergency Management user services enhance police, fire, and rescue
operations by improving the management of and responses to emergency situations. The
Emergency Vehicle Management user service reduces the time it takes for emergency
vehicles to respond to an incident.




Commercial Vehicle Operations user services reflect the commonality of
using advanced information technologies to improve the safety and productivity of the
motor carrier industry. Each of these services will require some set of information about
the motor carrier, the vehicle, the driver, and occasionally, the cargo. The Commercial
Vehicle Electronic Clearance user service facilitates domestic and international border
clearance.
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Advanced Vehicle Control and Safety Systems user services, in the

near term, are characterized by reliance on self-contained systems within a vehicle. The

operation of these services can be enhanced by supplementing on-board capabilities with
additional sensors deployed in the infrastructure.
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User services are designed to achieve ITS goals and objectives -- goals and objectives that
will be achieved to a significant extent by maintaining information security. Had the
systems described in these hypothetical events employed appropriate information security
services and exercised proper information security management, such unfortunate
consequences would have been avoided.

Due to the rapid evolution of information technologies, no security solution will be
permanent. However, it is essential to develop a foundation on which further
enhancements in ITS security can be developed.






As the previous events illustrate, accidents, incorrect operations, and other unforeseen
results can occur when ITS information -- or the information resources on which it is
processed, stored, or transmitted -~ is not adequately protected. The intfoduction of
information technologies includes an associated level of risk, but specific security
features can be incorporated into a system to mitigate that risk. What follows is a brief
discussion of security services that can counter the major threats to automated
information systems and a program plan to pull these security services together.

Technical Security Services

First, there are several technical security services . These services are provided by
commercially available security mechanisms that can be integrated into computer and
communications systems. These services can (and usually should) be transparent to
users; however, users should be aware that security services are actually being provided.
The most commonly used technical security services are described below.

Confidentiality helps restrict sensitive
information from disclosure. Confidentiality
applies to both information storage and
transmission.

Authentication verifies one s identity or
membership in a group.

Data integrity ensures that information is
not modified while stored or transmitted
except by authorized users.
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Non-repudiation prohibits the sender or
receiver of a transaction from subsequently
denying the action.

Access control regulates who can access
a specific resource (e.g., information,
applications,
systems, or
networks) and what
they can do with that
resource (e.g., read,
write, execute).

|__Computer Facility |

Accountability attributes actions to the
users who perform them.

What do the
audit reports
reveal today?

Availability ensures that expected
resources are available for their intended use
and perform as expected.
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Non-technical Security Services

There are three major “non-technical security services” that are required to support the
technical security services implemented on information systems.

Administrative Security recognizes the
need for managing information security
throughout the organization. This includes
establishment and operation of the proper
administrative organizations and positions.
It also includes
obtaining and
managing the
personnel and other
resources required to
manage and protect
the organization s
information resources.

Personnel Security assures that
employees, both local and remote to the
information systems that they access, can be
trusted in ways appropriate to their
responsibilities.

Physical Security is concerned with
protecting the organization s personnel
as well as its buildings, offices,
equipment, and products from harm,
destruction, and unauthorized access.




Information Security Program

An information security program ties together all of the technical and non-technical
components. Keep in mind that there are various methods for implementing a security
program. Private companies may have their own versions and individual government
agencies may have their own as well. The key point is to develop and follow a well-
conceived, thorough security program that is appropriate for a particular environment and
its associated threats.

An information security program can be viewed as a set of fundamental information
security activities. These are activities that involve the technical and non-technical
security services and that are applied to the system throughout its life-cycle. Regardless
of the specific information security program developed, there are a few key points to first
consider:

¢ Designate a central point of contact (an individual or team) for the information
security program

¢ Obtain buy-in (i.e., acceptance, concurrence) from the major players such as
acquisition managers, development teams, end-users, and other stake-holders

* Focus on the entire system, not just database security or physical security

The model described below presents a framework that can be modified as needed to fit
the individual program office needs. It consists of six information security activities:
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Strategic Security Planning occurs
in the early stages of concept formulation and
parallels other system engineering efforts.

The purpose is to ensure that security is
addressed in a systematic approach and is
consistent with the
objectives and

mission of the ITS
organization.

Security Policy Analysis and

Definitions identify the rules to ensure
that the security objectives (i.e.,
confidentiality, integrity, and availability)
are met. Specifically, security policies
identify the conditions
under which data
access, storage, and
transmission will
operate.

Secure Solutions Integration requires
applying the appropriate combination of
technical and non-technical security services
to the system for a cost-effective, robust yet
user-friendly, and effective interoperable
solution (i.e., design). That is, the whole is
greater than the sum of its parts.

13



Security Awareness, Education &

Training is a process for informing users
of threats to the systems, the measures to
protect the systems from those threats, and
the proper security procedures for
implementing and maintaining the
protection measures.

Security Management can be viewed as

an extension of the previous education and
training activity. It is a continual
administrative security activity that

and technical security
features. Management
procedures should be
reviewed periodically

incorporates procedural

and updated as needed.

By doing so, system security is maintained
should a contingency arise.

Security Assessment and Testing are
performed in the later stages of system
development or system operation, or after
any system modification, upgrade, or change
in connectivity. =
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Although many security issues have been addressed in the
previous sections, the following questions represent a broad
range of additional management-level concerns.

Q: Why should I have information security?

Information security helps an organization accomplish its mission by protecting its
physical and financial resources, reputation, legal position, employees, and other tangible
and intangible assets. However, information security is often viewed as hampering the
mission by imposing unrealistic restrictions on systems, managers, operators, and users.
Implementing information security is too often a reactive maneuver that follows an
embarrassing incident. Superior information security is achieved by early planning.

Q: What if I do not incorporate information security?

The potential impacts should be apparent from the hypothetical events depicted earlier in
this document. However, one can easily envisi on various adverse consequences based
on the particular ITS services being provided, managed, operated, or used These
might include the inability to perform intended functions and provide required services
(both critical and trivial); the waste, loss, misuse, or misappropriation of funds;
compromise of citizen privacy or public safety; the potential for legal and safety

liabilities; and the loss of organizational credibility.

Q: What is the ITS community doing about information security?

Adequately protecting information from various threats is only slowly being realized

within the surface transportation community. Through ITS America, the industry has
pursued privacy issues by developing a set of "Fair Information and Privacy
Principles”. While not specifically addressing information security, these principles do
recognize the importance of protecting individual privacy within ITS. Additionally, some
of the more recent activities include the ITS Information Security Analysis conducted by
Mitretek Systems for the ITS Joint Program Office (JPO) and the President s Commission
on Critical Infrastructure Protection (PCCIP); the Maryland IT S Security Requirements
Recommendation s and Maryland ITS Security Implementation Recommendations
conducted by Computer Sciences Corporation for Volpe National Transportation Systems
Center (NTSC); andthis awareness document.

15



Q: When do we address information security?

Information security should be addressed throughout the life-cycle process. However,
providing automated protection using a secure system as the basic building block should
always be considered during the system acquisition phase. Frequently, information
security has been neglected during system acquisition. Only when a serious mishap
occurs (e.g., the misuse of financial information) do implementors attempt to retrofit a
system with the necessary information security mechanisms. Therefore, if secure
solutions are addressed during system acquisition, the potential needs and costs to re-
engineer or retrofit a security solution are minimized.

Toward this goal, NIST provides some procurement guidelines (e.g., NIST, Special
Publication 800-4, Computer Security Considerations In Federal Procurements) for
incorporating information security during the system acquisition phase.

Q: Firewalls seem to be a ‘hot topic” in information security.
What are they and what do they do?

A firewall is a collection of 3
hardware and software components - & © &0
placed between networks to protect T ‘E/
one network from another (e.g., a y &, ERE Private Network
private network from the Internet). -

It is important to remember that a

firewall is not the end-all solution;
rather, it should be used in
conjunction with other information

security mechanisms. That is,
firewalls provideaccess control to an organization s internal network; confidentiality,
integrity, and authentication must be provided by other security mechanisms.

Other “hot topics” or “buzzwords” include:

Encryption -- the process of disguising data such that it cannot be read unless the data is
decrypted. Depending upon the specific technique, encryption can also be used to
provide authentication, integrity, and non-repudiation in addition to the traditional use of
providing confidentiality.

Digital signature -- a security mechanism that is the electronic equivalent of a hand-
written signature and can be attached to electronic transactions. The primary purpose of a
digital signature is to provide non-repudiation; however, authentication and integrity are
provided by this mechanism as well.

Privacy -- protecting personal information from unauthorized collection, use, storage,
and dissemination.
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Q: Why is there often confusion regarding security terminologies?

Different organizations with different origins define
information security concepts differently. Even the
leading security experts in the world do not allagree

on definitions and groupings . Some describe threats
differently; some describe technical and non-technical
security services differently (if they call them security
services ); some have different terminologies and

content for what we have termed security management,
security planning, security policy, and solution

integration . Why? Good question.

This is not a trivial matter when trying to establish good information security, but the fact
is that the industry is not consistent. Often, organizations are describing technologies and
processes that provide similar results, but the terminology confusion may cause
apparent conflicts between potential guidelines, policies , and practices (e.g., State
IRMs, DOT guidelines) or various system design requirements.

The solution is to adapt as well as possible to the various models and terminologies that
best suit the particular activity. The definitions used in this document represent an
attempt to be consistent with the industry s state of the practice. However, find another
information security text, and you will probably find some apparent discrepancies!

Q: What are the costs, risks, and benefits of information security?

Costs: Information security incurs direct and indirect costs. Direct costs are incurre
for purchasing, installing, and administering security measures. Additionally, security
measures sometimes affect system performance, employee morale, or retraining
requirements. Such indirect costs must be considered in addition to the basic cost of the
control itself. These additional costs may well exceed the direct cost of the control (as is
often seen, for example, in the costs of administering an access control package).

Several studies have shown that the costs of incorporating requirements (e.g., security
requirements)increase at an exponential rate as he system develops through the
operations and maintenance (O&M) stage. Costs to add a system requirement during
the O&M stage can be close to 100% greater than if added during the initial requirements
stage (Davis, Alan M., Software Requirements Objects, Functions, and States).

Solution s to security problems should not be chosen if they cost more (in monetary
or non-monetaryterms, directly or indirectly) than simply tole rating the problem
(NIST, Generally Accepted Principles).
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Risks: Cost-effective security results when risk reduction is balanced with costs. The
greater the value of information processed, or the more severe the consequences if
something happens to that information, the greater the need for control measures to protect
it. What will the impacts be if the data is inaccurate or unavailable? It is important that
trade-offs of cost versus risk reduction be explicitly considered and that management
understand the degree of risk remaining after selected controls are implemented (NIST,
Management Guide to the Protection of Information Resources). '

Benefits: In general, information security is a smart business practice. Just a few of its
benefits include consumer confidence, increased use, reduced recovery, and lower
information maintenance. By investing in security measures, an organization can
reduce the frequency and severity of information security-related losses. For example, an
organization may estimate that it is experiencing significant losses in inventory through
fraudulent manipulation of its systems. Security services, such as access control, may
significantly reduce the loss (NIST, Generally Accepted Principles). Furthermore, access
control implemented via secure operating procedures or other administrative controls may
prove to be more cost effective than a technical access control solution.

The costs and benefits of security should be carefully examined in both monetary and
non-monetary terms to ensure that the cost of controls does not exceed expected
benefits.

Q: What are the appropriate amounts of information security?

The appropriate amount(s) of security will vary, but no matter what is used, one will most
likely never achieve total security. One can, however, decrease risks in proportion to the
strength of the protective measures used. As determined by appropriate cost vs. risk and
cost vs. benefit assessments, the level of security is based on the value of the
information . How serious would the consequences be if a certain type of information
were to be wrongfully manipulated, disclosed, reused, or delayed (NIST, User s Guide)?

Q: What is sensitive data?

Sensitive data is any data that is worth protecting. The exactsensitivity and precise
protections are unique to each business environment. Within ITS, there will be varying
levels of sensitive information; examples include: law enforcement (e.g., violations),
financial (e.g., a traveler s credit card number), personal privacy (e.g., a traveler s
itinerary). One way to determine the sensitivity of data is to ask the questions "What will
it cost if the data is wrong? manipulated for fraudulent purposes? not available? given to
the wrong person?" If the damage is more than can be tolerated, then the data is sensitive
and should have adequate security controls to prevent or lessen the potential loss (NIST,
User s Guide).
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Q: Are we required to employ information security measures?

ITS will be implemented by state and local governments as well as by privately owned
companies; therefore, policies and practices will most likely be derived from
state/local government or private corporation Information Resource Management
(IRM) plans (or similar documents). Although most state and local governments have
official policies on information security, it is likely that these policies deal only with
internal computer issues and do not deal with external systems and communication
networks such as those used in ITS applications.

A comprehensive and contemporary IRM plan has been produced by the state of Texas.
This plan is intended to assist in the implementation of an adequate security program to
protect the automated information resources within the various agencies of the Texas

state government (including transportation). The security standards and policy are
required procedures and controls to be implemented as part of any Texas government
agency’s information security program. The optional guidelines are meant to assist
agencies in the interpretation and implementation of the standards and are recommended
as effective security practices. Each state agency is encouraged to evaluate the policy,
standards, and guidelines to determine whether more stringent requirements are necessary
given the individual agency’s authority and function.

Q: What about private sector entities collaborating on projects?

The content of security policies and their enforcement practices in the private sector cover
a broad spectrum. Security policies have various degrees of enforcement. At the weaker
end, companies that do have a security policy do not always enforce it or keep it current
and are often susceptible to various threats. Companies with stronger security
enforcement use either a combination of internal security protections (e.g., strict access
control) and external protections (e.g., firewalls) -- a proactive approach; or they
implement stringent auditing of user activity -- a reactive approach.

Because many information infrastructure components are owned and operated by the
private sector, it is essential that the Government and private sector work together to
develop a strateg y forprotecting these components and ensuring their continued
operation. In the case of transportation, there is no regulatory mandate for a Federal
agency such as the USDOT to intervene or to direct private companies to take specific
security precautions, nor is there any requirement for the USDOT to react in the case of

an attempt at unauthorized access to a private transportation system. However, the

Federal government can promote awareness among the private sector by making private
companies aware of the potential vulnerabilities and costs of such incidents and the
advantages of taking prudent precautions.

The Economic Espionage Act of 1996 punishes the theft, modification, or destruction of
commercial trade secrets via traditional (physical) and non-traditional (i.e., electronic)
means. The Act applies to both attempted and successful actions against both Federal
and non-Federal systems.
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This document is not intended to provide a comprehensive lesson on information security
or its relation to surface transportation. However, there are several resources available to
help initiate, update, and/or modify a transportation agency s information security
policies, practices, or procedures.

The following may provide this support.

ITS Information Security Documents

Intelligent Transportation Systems (ITS) Information Security Andlysis, Mitretek
Systems, 1997. (contact William S. Jones, ITS JPO)

This document presents the results from an information security analysis of the
National ITS Architecture. The ITS information security analysis comprises three
assessments to identify and characterize the various threats to (1) the ITS subsystems,
(2) their exchange of information, and (3) their supporting communications
infrastructure. The assessments also recommend solutions (i.e., security services) that
can be used to reduce or eliminate identified threats and to better protect ITS.

This analysis was conducted jointly for the Presidential Commission on Critical
Infrastructure Protection (PCCIP) and the ITS Joint Program Office (JPO).

Maryland ITS Security Requirements Recommendations and Maryland ITS Security
Implementation Recommendations, Computer Sciences Corporation for VolpeNational
Transportation Systems Center (NTSC), 1997. (contact William S. Jones, ITS JPO)

These studies are a follow-on to the Mitretek ITS Information Security Analysis.
They recommend implementation of security guidelines for Maryland ITS and include
reviewing the State s planned development cycle. They also describe steps necessary
to achieve a minimal level of security for Maryland ITS.

Information Resource Documents

Information Resources Security and Risk Management, Texas Department of Information
Resources

Information Technology Security and RiskManagement Guidelines California Office of
Information Technology

Each exemplifies methods for establishing and maintaining acceptable levels of security.
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National Institute of Standards and Technology (NIST)

For further information on the management of information resources, NIST publishes
Federal Information Processing Standards Publications (FIPS PUB).

The following NIST special publications are referenced in this paper: |

* SP 500-170, Management Guide to the Protection of Information Resources, 1989.

¢ SP 500-171, Computer Users’ Guide to the Protection of Information Resources, 1989.

* SP 800-14 Generally Accepted Principles and Practices for Securing Information
Technology Systems, 1995.

* SP 800-4, Computer Security Considerations in Federal Procurements: A Guide for
Procurement Initiators, Contracting Officers, and Computer Security Officials, 1992.

These documents and other related information are currently available from NIST s
Computer Security Resource Clearinghouse at http://csrc.ncsl.nist.gov.

Commissions, Committees, Institutes, and Councils

President's Commission on Critical Infrastructure Protection (PCCIP)
This Commission was created by executive order in July 1996 to recommend a
national strategy for protecting critical infrastructures (including transportation). The
Commission’s Web site is at http://www.pccip.gov.

National Security Telecommunications Advisory Committee (NSTAC) Information
InformationInfrastructure Group (IIG)

The NSTAC utilizes its Information Infrastructure Group to serve as the focal point
for assessing information assurance threats to, and the vulnerabilities of, the
information or communications components that control critical infrastructures
(including transportation). Some additional NSTAC information may be found at
http://www.ncs.gov/nstac.htm.

International Institute for Surface Transportation Policy Studies (IISTPS)

Established at San Jose State University as part of the Intermodal Surface
Transportation Efficiency Act of 1991 (ISTEA), this organization focuses on
international surface transportation policy issues related to three primary
responsibilities: research, education, and information transfer. This group has begun
to address some aspects of security (e.g., physical, procedural) on current
transportation systems. The Institute’s Web site is at http://transweb.sjsu.edu/

The National Science and Technology Council (NSTC)

The NSTC s Transportation Research and Development Commiittee is currently
investigating information security within the transportation domain. The Council’s
Web site is found through http://www.whitehouse.gov.
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United States Department of Transportation (USDOT), Intelligent
Transportation Systems (ITS) Joint Program Office (JPO)

William S. Jones, Technical Director
(202) 366-2128
william.s.jones@fhwa.dot.gov

http://www its.dot.gov/program/jpobios2.htm
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